Impersonation: When Your Digital Identity Is Stolen

Impersonation does more than steal an account—it steals the trust tied to a name, image, and
relationships. The harm is twofold: the victim suffers, and those around them may be deceived
or exploited. Impersonation is often a precursor to blackmail, financial fraud, or professional
defamation. The more active and visible a digital identity, the higher the risk, making

preventive protection essential.

Definition of Impersonation

Digital impersonation is a direct attack on identity, where a person’s name, image, or online

presence is used in contexts they did not choose or consent to.

Forms of Impersonation

e Fake social media accounts: Using the victim’s name and photo to post content or

interact in their name.
e Email impersonation: Sending messages that appear to be from the person.

e Voice or video impersonation: Using recordings or Al technology to mimic the person’s

voice or image.



e Fraudulent accounts/pages: Requesting money, content, or posting abusive material

under the victim’s identity.

e Workplace or school impersonation: Sending false official messages to cause confusion

or professional harm.

Social Context of Impersonation

Impersonation often exploits others’ trust in the victim or damages the victim socially through

embarrassing or abusive situations falsely attributed to them.

Why Do Perpetrators Impersonate Others?

Gain trust for fraud or blackmail.

Damage the victim’s reputation or harass them.

Access the victim’s networks for information harvesting or scams.

For entertainment, revenge, or harassment campaigns.

Common Motives:

e Defamation or revenge



o Financial fraud

e Trapping others under the victim’s identity

How to Detect Impersonation

e Alerts from friends or followers, often before the victim notices.

® Posts, messages, or actions you did not create.

e Strange login notifications on accounts.

e Requests for money or sensitive information in your name.

e Unusual behavior, tone, links, or content indicating loss of control.

Immediate Actions if Impersonation Is Detected

1. Document evidence: Screenshots of profiles, posts, messages, links, and timestamps.

Do not delete anything.

2. Report to the platform: Use reporting mechanisms on Facebook, Instagram, Twitter,

TikTok, etc., requesting removal of the fake account.



3. Inform your circle: Alert friends, family, or colleagues to prevent interaction with the

fake account.

4. Secure your real accounts: Change passwords, enable two-factor authentication, and

review active sessions.

5. Block and notify affected people: Block the fake account and inform recipients that it is

fraudulent.
6. Seek technical and legal advice: If impersonation involves blackmail, defamation, or
financial fraud, consult digital security experts and lawyers or specialized rights

organizations.

7. Official notification if needed: Inform schools, workplaces, or professional bodies if

your reputation or employment is at risk.

How to Prevent Impersonation

For Individuals:

e Use unique, hard-to-guess usernames and enable two-factor authentication.
e Avoid publicly sharing sensitive information (phone numbers, addresses).

e Set accounts to private if a public audience is unnecessary.



e Use a password manager and change passwords regularly.
e Control visibility of photos and posts via privacy settings.

e Periodically monitor mentions of your name or image online.

For Institutions or Public Pages:

e Register official domain/brand names across platforms and verify accounts when

possible.

e Establish a policy for handling fake accounts (templates, reporting contacts).

e Educate your audience to distinguish official vs. fake accounts.

e Use monitoring tools for brand or name mentions.

Impact of Impersonation on Victims

o Reputation loss or professional harm.
e Harassment and blackmail targeting those who trust the fake identity.

o Psychological distress, anxiety, and fear of interacting with online content.



e Afeeling of loss of control over public image, requiring effort to clarify the truth and

rebuild trust.

Protect Your Digital Identity

Digital identity is an extension of your real identity, and its violation constitutes a form of digital
violence. Protect account privacy, review settings regularly, and respond immediately to
unusual activity or messages. Digital vigilance and rapid action are essential to limiting harm

and regaining control.
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