Ibtikar

)&l

duparioll 53U (usoill sl
Endroprensurahig

Etr for Empoesmment o Sodd

Types of Hackers and Their
Role in Handling Extortion

Hacker
A person with high technical skills capable of navigating networks,

systems, and software. These skills can be used to exploit security

vulnerabilities for legal orillegal purposes.

Types of Hackers

GreyHat Malicious Hacker Ethical Hacker

Operates between ethical and Known as the “White Hat” Known as the “Black Hat”
malicious hacking, sometimes uses skills to test system security uses skills forillegal purposes
hacking without permission but and help organizations strengthen such as theft, extortion, or
not always misusing the their protection. spreading malware.
information.

Difference Between aRealHackeranda
Wannabe Hacker

-~ Wannabe Hacker &

Real Hacker
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Lacks genuine technical knowledge. Possesses deep technical knowledge and

programming skills.

Relies onready-made tools to deceive Can carry out complex hacking attacks and

others and create the illusion of skill. discover security vulnerabilities

independently.

Malicious Hacker (Black Hat):
A person who uses their technical skills for harmful purposes, such as:

« Spreading malware » Stealingdata

« Copyingpaid software and distributingitillegally

Methods of Cyber Fraud and

ExtortionUsedbyHackers

Social Engineering
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