Cyber Extortion

What is Cyber Extortion?

Cyber extortion is a criminal act that relies on threats and psychological manipulation. The
perpetrator exploits private content or personal information to coerce the victim into actions
they would not otherwise take. This form of digital violence is not limited to sexual content; it

includes any material that can be used for embarrassment, intimidation, or reputational harm.

Context in Which Extortion Occurs

Extortion frequently occurs in digital spaces that are assumed to be safe, such as private chats
or relationships founded on friendship or emotional support. Often, the perpetrator is not a
complete stranger but someone who initially built trust with the victim before turning into a

source of threat.

Psychological Tactics Used by Extorters
Extorters manipulate fear, guilt, and urgency. They may convince the victim that compliance
will resolve the problem or that silence will protect them, while their actual goal is to maintain

control and prolong the extortion.

Long-Term Impact on the Victim
Cyber extortion leaves lasting psychological effects, even after the immediate threat ends.
Victims may experience a diminished sense of safety, persistent anxiety, and difficulty trusting

others or engaging in digital spaces.



How Cyber Extortion Works and Why It Is Extremely Dangerous
Cyber extortion typically follows an escalating cycle of fear. It may start with a vague threat,
followed by a small, seemingly harmless request to gauge the victim’s willingness to comply.

Once the victim responds, demands escalate, and the pattern of control becomes ongoing.

The danger extends beyond content exposure: it includes sustained psychological strain, loss of
security, and a life lived in constant anticipation of further threats. In certain cultural contexts,
social stigma and concerns about reputation amplify the pressure, causing many victims to

remain silent despite serious harm.

Types of Cyber Extortion

Sexual extortion (sextortion): Using private photos or videos.

e Emotional extortion: Exploiting feelings for psychological control.
e Financial extortion: Threats demanding money.
e Professional extortion: Threats targeting professional reputation or employment.

How Extortion Happens

e Building fake or manipulative relationships on social media to appear supportive or

emotionally invested.

e Collecting sensitive information, hacking accounts, or stealing private photos and

conversations.



e Using fabricated or manipulated content (including deepfakes).

e Gradually escalating threats, starting with small demands and increasing over time.

Common Mistakes to Avoid

e Responding to the extorter’s demands.

o Deleting evidence out of fear.

e Confronting or threatening the extorter alone.

What to Do If You Are Being Extorted

1. Do not engage or send money to the extorter.

2. Preserve all evidence immediately (screenshots, links, dates, account names, chat logs)

using a secure device.

3. Change passwords and enable two-factor authentication (2FA) on all accounts.

4. Block and report abusive accounts on the platform.

5. Report the incident to official authorities (cybercrime unit/public prosecution) according

to local procedures.



6. Secure your devices: scan for malware, log out of active sessions, review app

permissions, and disconnect unsafe backups.

7. Seek specialized support:

o Psychological/social support: hotlines or local organizations

O Legal support: lawyers or support institutions

o Technical support: digital security experts or platform help centers

Impact on the Victim
Extortion induces continuous fear, psychological stress, and helplessness. It can isolate victims,

causing withdrawal from both digital and, in some cases, real-world interactions.

Preventing Future Exposure

e Use strong, unique passwords for each service, preferably managed through a trusted

password manager.

e Always enable two-factor authentication (2FA) using authenticator apps or security

keys.

e Adjust privacy settings and limit content visibility to trusted audiences.

e Avoid opening unknown links or downloading unexpected attachments.



o Keep systems, apps, and antivirus software up to date.

o Regularly review app permissions (camera, microphone, location).

e Minimize your digital footprint by avoiding sharing sensitive data or private images on

connected devices.

Breaking the Silence Weakens Extortion

Extortion thrives on fear and silence, but these lose power when victims seek awareness and
support. Never comply with demands, regardless of how intimidating the threat appears.
Documenting evidence, securing accounts, and seeking early help are crucial steps that protect

victims, reduce harm, and limit the spread of damage.



